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1 A
6 6609 6-6 & A 0
AID Application Identifier
an Alphanumeric
ans Alpharumeric Special
b Binary
CBC Cipher Block Chaining
CLA Class Byte of Command Message
cn Compressed Numeric
COos chip Operating System
CPU Central Processing Unit
CVN chip Verification Number
DDF Directory Definition File
DF Dedicated File
EF Elementary File
FCI File Control Information
FID File Identifier
IC Integrated Circuit
IEC International Electrotechnical Commission
INS Instruction Byte of Command Message
ISO International Organization for Standardization
M Mandatory
MAC Message Authentication Code
MF Master File
(0] Optional
PIX Proprietary Application Identifier Extension
PVC Polyvinyl Chloride
RID Registered Application Provider Identifier
RS232 o}
SAM Secure Access Module
usB Universal Serial BUS
XX o}
4 1 )3
GB 11643
5 12
51 12




5.2

1

)

53 +1

6.1

6.2

b)

c)
d)

f)
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CPU ISO/IEC 14443
32K
PVvC
IC
EAL4+
ICCR IC
COS EAL4+
2 1
1
L 85.60mm + 0.03mm
W 53.98mm + 0.03mm
T 0.81mm + 0.03mm
R 3.18mm + 0.30mm
0.81
) L =85.6 ) v
ﬁr*‘/ \ I
W=53.98
R =3.18
v ¥ 2
Ml : mm
1 1
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6.3 =
6.3.1 1
3
mm
i 85.
58
2,2, 0 L1
§ KRB R ;%
| Bl e & XXX El
BB max
| . BREFAFSS.
123456789012345678 ]
I :k— AB88888888-HiCo _-f-L
1ne .,
2 12 6 | 555 5
b ). 6
2 1 [
31 1 ]
12.00mm #.30mm
2.00mm #.30mm
4.50mm 4.30mm
C0 M100 Y100 KO —
0.42mm 1.2Pt 4.30mm
4.00mm x4.00mm 4.30mm
1.59mm 4.5R —
fi ) 3.03mm 8.6R —
fi 0 31.00mm #.30mm
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3r €
fi 0 58.00mm #.30mm
fi 0 2.00mm #.30mm
f 0 8.50mm #.30mm
f 0 —
fi 0 20.00mm #.10mm
f 0 25.00mm #.10mm
f 0 4.00mm #.30mm
f 0 11.00mm #.30mm
fi 0o i 0 n o i 0 2.82mm 8.0R —
fi 0 i o f 0 i 0 31.00mm #.30mm
fi 0 12.00mm #.30mm
fi 0 A o f 0 i 0 3.00mm #.30mm
fi 0 2.82mm 8.0R —
fi 0 0 0 0 0 —
fi o] 20.00mm #).30mm
fi 0 K100 —
34.00mm #.30mm
6.00mm #).30mm
31.00mm #.30mm
10.55mm #.30mm
fi 0 2.12mm 6.0 —
fi 0 0 —
fi 0 4.00mm #.30mm
fi 0 #.30mm
fi 0 2.00mm #.30mm
fi 0 2.00mm #.30mm
fi 0 +
128 GB/T
18347
6.3.2 ! M 1
3 4
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mm
85. ¢
1 0 11&% 34
oy N VU A —F
o =  amu BEHDAE W ETHERBTEH K
> | . RS . . -~ - ﬁmz e —
T T e . XXX
ﬂg i 1& gl]: X adl
. A : B M. XX S r n
| RREMK S5, D
"‘ i 5678?012345 5 i -
,,,,,,,,,,,,,,,,,,,,,,,, HIM\MHWIWMIH!MII!IIHIMIIHIIIHII\IWNIVIIIW El
888888 88888888888,88,,; .
4= WA S
; \ AB88888888-HiCo / =1 i
1 J 1 l 1 ifl 3 l 10. 6 l 19. 4 14. 6 lif
2 12 2] 69. ¢
85. 6
3 ' a 1
4 I i
fi 0 20.00mm #.10mm
fi 0 25.00mm #.10mm
fi 0 4.00mm #.30mm
fi 0 11.00mm #.30mm
fi 0 o0 i 0 0
2.82mm 8.0R —
fi 0 o i o0 i 0
27.00mm #.30mm
fi 0 11.00mm #.30mm
fi o} o i 0 i 0
2.00mm 4.30mm
fi 0 2.82mm 8.0R —
f o} 0 0 0 0
fi o] K100 —
fi 0 25.40mm 4.30mm
34.00mm 4.30mm
6.00mm #.30mm
27.00mm #.30mm
16.50mm #.30mm
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ar
f 34mm  8.5mm 1#.30mm
f 3.03mm 8.6R —
fi
27.00mm 1.30mm
fi
61.00mm 1.30mm
fi
2.00mm 10.30mm
f 8.50mm 1.30mm
fi
12.00mm 1.30mm
2.00mm 40.30mm
CO M100 Y100 KO —
4.50mm 10.30mm
0.42mm 1.2Pt 10.30mm
4.00mm x4.00mm 10.30mm
,1.59mm 4.5R —
17.50mm 1.10mm
12.50mm 1.10mm
2.00mm 1.30mm
2.00mm 1.30mm
f 0 2.12mm 6.0 —
f 0 0 —
f 0 4.00mm 10.30mm
f 0 10.30mm
. . fi 0
f 0 —
f 0 —
fi 0 —
f 0 4.00mm 1.30mm
f 0 24.00mm 1.30mm
f 0 2.00mm 1.30mm
f 0 8.50mm 1.30mm
f 2.00mm 1.30mm
f 2.00mm 1.30mm
f + —

6.3.3

1
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4 5
mm
18. [ 15 |
A R B’ R = i
BRI TR IR ) M) |
12. 9| | ‘
4 1
5 1 i
18.70mm #.30mm
42.95mm .30 mm
23.50mm .30 mm
CO M100 Y100 KO —
f 9.88mm 28Pt —
15.00mm .30 mm
37.57mm .30 mm
fi 0 3.18mm 9Pt —
24.8mm .30 mm
4.00mm .30 mm
< 2.92mm #.30mm
> 82.55mm #.30mm
> 15.95mm #.30mm
< 5.54mm #.30mm
4.30mm
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JR/T 0052 19 18
19 GB/T 14504
128 GB/T18347
6.3.4 a 1 1 1
N * * o n *
0 128
5
mm
AT T2k [k AB88888888-HICo
HFRAZRZ AUTHORIZED SIGNATURE
I, RFdeiRiT S DEIER (DEITR) KERT,
2. MEIAS AR O+ SR AT B 1R %K TR AR B AT R TR ROLE « ]
3, BIRALL: 88888 (Tid) , 99999 (w+ififf) . ‘
LERTR RN i
—1.25mm—
5 1 [
6.3.5 a 1 1
f 0
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mm

| I

O ErErs -

L 4 |

1

6
CO M100 Y100 KO —
A —
i 12.20mm 10.30mm
f 10.00mm 10.30mm
i 37.00mm 10.30mm
f 32.00mm 10.30mm
fi 0 —
fi 0 N f —
0

f 0 37.00mm 1.30mm
f o] 12.20mm 1.30mm
fi 0 —
fi 0 —

6.3.6

1

Ci

11
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7 I
DE, < 5.00 < 5.00 < 5.00
DE,
7 1 I
7.1
711 & 1
[ ] [ | ][ | ] [ | ]
) [: ) )
—— —— ——
. ) .
—— ’ . — ——
. ) 0
—— ——
—
7 a
7.1.2 1
713 1|
7.1.4 a
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7.1.5
7.2 I
WS 363 WS 364 WS 365 WS 537
7.3
WS 363 WS 364 WS 365 WS 537
8
8 a 1 A

01 ans
02 ans| 4
03 ans| 30
04 cn | 11
05 b 180

MF\DDF1\EF05
06 cn | 4
08 ans| 18
09 ans| 3
10 ans| 10
57 cn |3
11 ans| 30
12 b 01
13 cn | 01 MRDDF1\EF06
14 cn | 04
15 ans| 18
— b 3074 MF\DDFIN\EFO7 —
07 cn | 04
16 1 ans| 20 MF\DDF1\EF08
17 2 ans| 20
18 1 cn | 01
19 2 cn | 01
20 3 cn | 01

13
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8r
21 cn | 01
22 ans| 100 —
- o o1 MF\DDFI\DFOL\EF05
24 ans| 100 —
25 1 ans| 30
26 1 cn |1
27 1 ans| 20
28 2 ans| 30
29 2 cn |1 MF\DDFI\DFONEF06
30 2 ans| 20
31 3 ans| 30
32 3 cn |1
33 3 ans| 20
34 cn |1
35 cn |1 MF\DDFI\DFOLEFO7
36 ans| 3
37 cn |1
38 ans| 18 MF\DDF1\DFONEF08
39 ans| 17
40 ans| 18
41 | ABO b 1 ABO
42 |RH cn |1 RH
43 b 1
44 b 1
45 b 1
46 b 1
47 b 1
18 b 1 MF\DDF1\DF02

EFO05

49 b |1
50 b 1
51 b 1
52 b 01
53 b 01
54 b 01
55 ans| 40
56 b 1 MF\DDF1\DFO2EF06

14
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ans

20

ans

100

MFDDFI\DFO2EFO7

ans

20

cn

MFDDFI\DFO2EF08

MF\DDFI\DFO3EF05

MF\DDFI\DFO3EF06

ans

70

ans

10

cn

cn

ans

18

ans

50

cn

ans

50

ans

cn

cn

ans

50

ans

cn

ans

20

cn

ans

20

cn

cn

ans

80

ans

cn

ans

50

cn

cn

cn

cn

ans

ans

cn

MF\DDFI\DFO3EEO1
MF\DDFI\DFO3EEQ2
MF\DDF1\DFO3EEO3

()

15
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ans

20

cn

ans

20

cn

cn

ans

80

ans

cn

ans

cn

cn

cn

cn

ans

ans

cn

ans

cn

ans

cn

cn

ans

ans

cn

ans

cn

cn

cn

cn

ans

cn

cn

ans

cn

cn

ans

cn

MF\DDFI\DFO3EEO1
MF\DDFI\DFO3EEQ2
MF\DDF1\DFO3EEO3
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cn

ans

10

cn

cn

cn

ans

cn

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

ans

cn

ans

arns

MF\DDFI\DFO3EEO1
MFDDFI\DFO3EE®
MF\DDFI\DFO3EEO3

17
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9 cn |5
10 ans| 20
10 ans
10 cn |5
11 ans| 20
11 ans
11 cn |5
12 ans| 20
12 ans
12 cn |5
13 ans| 20
13 ans
13 cn |5
14 ans| 20

14 ans| 1

14 cn |5
15 ans| 20
15 ans| 1

15 cn |5
16 ans| 20
16 ans| 1

16 cn |5
17 ans| 20
17 ans| 1

17 cn |5
18 ans| 20
18 ans| 1

18 cn |5
19 ans| 20
19 ans| 1

19 cn |5
20 ans| 20
20 ans| 1

20 cn |5
cn |5

cn |5

cn |5

MF\DDFI\DFO3EEO1
MF\DDFI\DFO3EEQ2
MF\DDF1\DFO3EEO3

18
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cn

cn

cn

cn MFDDFI\DFO3EEO1

cn MFDDFI\DFO3EE®@

cn MFDDFI\DFO3EEO3

agjlojajon|jo oo

cn

SAM b 190 —

ans| 70

ans| 10

cn | 7

ans| 18

ans| 50

cn 1

1 ans| 50

1 ans

ans| 50

ans| 7

cn |7 MFDDFI\DFO3EDO1

Rl R |-

cn | 2 MFDDFI\DFO3EDO2 (min)

ans| 50 MFDDFI\DFO3EDG3

ans| 5 MFDDFI\DFO3ED0G4

2 cn | 4 MFDDFI\DFONEDO5

ans| 50

ans| 7

cn |7

NIN|NN

cn | 2 (min)

3 ans| 50

ans

cn

ans| 50

ans| 7

cn |7

Wlw|w|w

cn | 2 (min)

19
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ans

50

ans

cn

ans

ans

cn

E S N I SN N

cn

ans

ans

cn

ans

ans

cn

ajloa|joa o,

cn

ans

cn

cn

ans

ans

ans

cn

cn

ans

ans

ans

cn

cn

ans

ans

ans

cn

cn

ans

20

ans

20

ans

80

cn

~S | V|~~~ V- VNNV NNV NN N -

alalalbh[M|BA|IBAIARIWOWIWIWIWIWINININDNINDNIN|RP|FRP|IFRP|(FRP|PF

cn

MFDDF1\DFO3EDO1
MF\DDFI\DFO3ED02
MF\DDFI\DFO3EDO03
MF\DDFI\DFO3ED0O4
MF\DDFI\DFOL\EDO5

(min)

(min)

20
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ans

20

ans

20

ans

80

cn

cn

ans

20

ans

20

ans

80

cn

cn

ans

ans

ans

cn

cn

ans

ans

ans

cn

cn

ans

O O | OVO|OVW|OVW ||| 0|0 |(N[N[N(fN|[N[fojlojlojfofojuon|uv

ans

=
o

ans

=
o

cn

=
o

cn

=
o

ans

e B T B L B e I B B B I e e e T B i e L B B ) I e B

[EnY
o

ans

ans

cn

cn

ans

ans

cn

cn

cn

ans

50

MFDDFI\DFO3EDO1
MFDDFI\DFO3EDO2
MFDDFI\DFO3EDG3
MFDDFI\DFO3EDOG4
MFDDFI\DFONEDO5

21
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cn

cn

ans

ans

cn

cn

cn

ans

cn

cn

ans

ans

cn

cn

cn

ars

cn

cn

ans

ans

cn

cn

cn

ans

cn

cn

ans

ans

cn

cn

cn

ans

ans

cn

ans

ans

~| ||~ - -

NININIFP[FP|[PF

cn

MFDDF1\DFO3EDO1
MF\DDFI\DFO3ED02
MF\DDFI\DFO3EDO03
MF\DDFI\DFO3ED0O4
MF\DDFI\DFOL\EDO5

22
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8 €
/ 3 ans| 80
/ 3 ans
/ 3 cn | 4
1 ans| 20
1 cn
1 cn | 4 ()
ans| 20
cn
2 cn | 4 ()
3 ans| 20
3 cn
3 cn |4 ()
ans| 20
cn |1
4 cn | 4 ()
5 ans| 20 MF\DDF1\DFO3EDO1
5 cn |1 MF\DDF1\DFO3ED(2
5 cn | 4 MF\DDF1\DFO3EDO3 ()
6 ans| 20 MF\DDF1\DFO3EDO4
6 cn |1 MF\DDF1\DFONEDO5
6 cn | 4 ()
7 ans| 20
7 cn
7 cn | 4 ()
ans| 20
cn
8 cn | 4 ()
ans| 20
cn
9 cn | 4 ()
10 ans| 20
10 cn
10 cn | 4 ()
b 64 —
SAM b 190 —
‘b (Binary)“ cn” (Compressed Numerit) ans
(Alphanumeric Specialy ” WS 537

23




WS/T5432-2017

00:

10 c FF: 00: 3

8.1
8.1.1 a 1

8.1.2 SM1
SM1
8.1.3 SM2
SM2

a) 256
b) a b

d)

SM2

) PK Xx vy
PK
SM2
0) SK
h) PK
i) SM3
8.1.4 SM3
SM3
8.2 'H

821 i

8.2.2

24

128

G

SK
e) SK n-1

64

H[]

SM1 SM2 SM3

128

256 Fp

y2 x3+ax+b mod p
y2 x3+ax+b mod p n
Gx Gy , Gy2 Gx3+aGx+bmodpG

PK

y2 x3+ax+bmodp p 32

Sign(SK)[ M] 32 r s
Verify(PK)[M  Sign(SK)[M]] True False

32

32




8.3 Y.

GB/T 16649.4
8.4.3
8.4.3.1 MAC
MAC
8.4.3.2 MAC
MAC
8.4.3.3 MAC
MAC 4
8.4.3.4 MAC
MAC
MAC
8.4.35 MAC
SM1 CBC MAC
a) 16 60006
b)
1) CLA INS P1 P2 Lc
2)
c) 16
1-16
d) 16
00 OO OO OO O&® 00O
680606 16
16
e) 8 MAC
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CLA 6040
9.6
D1 D2 D3 D4
680 00 00 00 OO
16
e 600606
9.6

25



f)

8.4.4

8.4.4.1

8.4.4.2

8.4.4.3

a)
b)
c)

d)

26
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4
#1i51E ,—_l
I '-'-I_J: '-'-I_lg
o L 3
KMS »[SMI(c}]|  KMS of SMie)
2 2
© o
| D |
= D=
SM1(e) =
+ =
8 MAC
LD
9
LD
1 16
16
16
68060 16
16
9.6

MAC
KMS | i@ | xS o SME
Ur1 Ur;
Ao 45 1
> MiAc]
[ D |
KMS = MAC
O=

9.6
LD
D1 D2 D3 D4
4 16
4 6006
01 02



h h

KDS -—@1 (e}

N KDS

SM1(e) = =
SM1(d) = KDS =
9
8.4.4.4
10
a) 16
9.6
b) o1 02 )
c) LD
[ D | [ D: ]
¥ k.
KDS -#{SMI(d}| KDS -»{SM
L 4 L
[o ] [[0: ]
SM1(e) = =
SM1(d) = KDS =
10
8.5 4
11 8
16
[ (8779 | AP R RS T )
¥
KEY Shl(e)
¥
1 fil J".*iﬁ‘ilj|
11
8.6
12 MAC
8 8 060060
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D1 D2 D3 D4

LD
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8.7 ¥

8.7.1 £

87.2 |

8.7.3 £

9.6

8.7.4 J
13

8.8

a)

28

(A |

h

KEY = SMl(e)

12

9.6

(i |

L )
K EY session —|>| Sh1(e) |

IE A

s A 8 Reok
5 3] 5 ) B4R

13|

MSG
MSG 32 HASH  h:=H[MSG]
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b) Sign(SK)[h]
c) S 64
1) MSG 32
2) Verify(PK)[h, S]
8.9 H o
SAM
SAM
SAM
SAM
SAM
8.10 +
8.10.1
14
N
8.10.2
8.10.2.1 a 1¢

32

S

r s
S:=r||s S
MSG S
HASH  h:=H[MSG]
True
SAM
SAM
N
14 +

15

False

SAM
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AELEH
"\\II
%ﬁa
1oL =g - : _/
B A
N
B A0 AT
v
,-—',...! ‘-' L}
- WFHAER S
a% £ BERT SAM-®
15 0
SAM
SAM
8.10.2.2 6 a
16
SAM SAM

SAM
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SAM

31

SAM

00000001.RAA
10

16

OxAA

8

|

| |
| |
x |
% |52 3 : J =
_’ mﬂ- “ |
= |
et otumiaiibimmiiciuctioniadll s opnicenmnlil s i
e e T
(e |

)
_ « g '
A "
_ : i
'8 | HEN
| % ' mm:
_ﬂ 'l Illhg
: B8 | -
I 3
“ ES 1 F&K
| : ﬂ,
Srntraewaewes
T e S |
I 6 P |
SB[ JZL8| . &8 : "
bt fmw priy "
" B "
| & |
I - L % |
% [E Lz 1~ Slilel
| _ “3 “ & !
_a nul N "
=3 - "
| |
| a Mﬂ( - a |
| .l I 1 L m
| |

SAM

- —————————————— - ———————————

8.10.2.3
8.10.2.4
a)

00000001

x %

= =

b)
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10 )
kb
47+64 11
64
c)
11
11 ” 2
kb
1 02060 b
4 6000000010 b
2 600 4060 b
1 0 0-3Nd2 b
1 0 0-S\3 b
5 b
1 b
32 1 b
2 32 2 b
32 1 9 SM3 b
d)
8.10.25 {1 i
a)
b)
c) WSTTTTTT.INP
7 WS
1 TTTTTT
1 INP
d) 12
12 T 1 ” it
kb
51+64 13
64
e) 13

32
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13 i1 fi
kb
1 6216 b
4 @@0000O0 b
1 6010 b
4 cn8
2 MMYY n4
3 n6
1 6 0-3\2 b
1 6 0-3\I3 b
2 600 406 b
32 1 b
32 2 b
32 1 11 SM3 b
f)
fi 0
8.10.26 T 1 2 t
a)
AAAAAA.INN
3 AAAAAA
3 |
d NN
b)
14
14 T 1 2 ¢
kb
52+64 15
64
c)
15
15 [ 2
kb
1 6236 b
4 600000001 b
1 6026 b
4 cn8

33




WS/T5432-2017

159 €
kb
2 MMYY n4
3 né
1 6 0-3\2 b
1 6 0-S\3 b
2 6 0400 o6 b
32 1 b
2 32 2 b
1 b
32 1 12 SM3 b
d)
i 0
8.10.2.7 SAM
SAM
SAM
a) SAM
SAM 16
16 SAM &
kb
SAM 62+64 ! 17
SAM 64
b) SAM
SAM 17
17 SAM ” 2
kb
1 6040 b
10 SAM cn
3 b
2 MMYY n4
10 SAM 10 ans
60060
1 0 0-3NM2 b
1 6 0-S\M3 b
SAM 2 SAM 600 b
SAM 1 32 SAM 1 b
SAM 2 32 SAM 2 b
32 1 10 SM3 b
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c) SAM
SAM fi o)
SAM
9
9.1 L
91.1 13
17 DDF1
DDF2
EF® | EF® FO [EF®
MFE DDF1 ;
DFO1
(3F00) EF® | EF®G EFQ EF®
DF02
ODE2 || EFG F® EFQ@ EF®
DFO03
17 a 1
GBI/T 16649.4 7.3
DF EF
DF EF
912 3 L
DDF1 DF DF
FCI EF
9.1.3 L
EF
EF

9.14 t
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9.2

AID
AID

9.3

931

SAM
SAM
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AID FID

GB/T 16649.5 IC RID RID

PIX 11

SAM
18

18 £t A

MF\DDF1

EF05

EF06

EFO7

EFO08

MF\DDF1\DFO1

EFO05

EFO06

EFO7

EFO08

MF\DDFI\DF02

EF05

EF06

EFO07

EF08

MFDDFI\DF03

EF05

EF06

EEO1EéEEDO

EDO1éBEDO

1E MF\DDF1\DFO1
EFO08

2E

EF05 EF06 EFO7 EFO08 MF\DDF1\DF02 EFO5 EFO06 EFO7
MAC MF\DDF1\DFO03 EFO05 EFO6
MAC

9.3.2
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19
19 A
IRKppr1 -
STKye -
STKopr1 -
STKoro1 -
STKoroz MAC -
STKoros -
BKwr -
LK broz -
LK proz -
LK proz -
UKLoops EFO7 EF08
UK1oror EF05 EF06 EF07 EF08
UK1proz EF05
UK 20502 EF06
UK3pr02 EFO7 EFO08
EF05 EF06
UK1pro3 EEO016EEO
EDO1&EDOS
EF05 EF06
UKZpro3
RK1oor: EF06 EF07 EFO08
EF05 EF06
Riloror EFO7 EFO8
EF05 EF06
Riloroz EFO7 EF08
EF05 EF06
RK1oros EEOL16EEOS3
EDO1&EDOS
9.4
SAM SAM
WS/T5433
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